
Conducting Zoom Calls 
with Confidence

A visual guide to adjusting your global settings 
and best practices for safe online meetings

Rafael Brinner, Director of Jewish Community Security

April 28, 2020



Overview

This visual guide is designed to help you navigate the virtual 
landscape of Zoom meetings as safely as possible. It covers: 

How to upgrade your Zoom software to the latest version.

Five best practices for making your Zoom calls: 

- harder to intentionally disrupt

- easier to manage if crashers show up

How to report an incident



Upgrade to the latest version of Zoom (for Windows)



Upgrade to the latest version 
of Zoom (for Mac OS)



Five Best Practices

Adjust your account settings

Use the Registration feature

Appoint a bouncer

Lock the room

Record your call

Block unwanted visuals
Restrict written communication



SCROLL DOWN

Adjust your account settings



Avoid using the same meeting 
link recurringly or using short 
or guessable passwords.



CONSIDER
DISABLING

Disabling embedded passwords 
adds inconvenience but can also 
deter crashers looking for the 
easiest meetings to disrupt.



CONSIDER
DISABLING

If you are not relying on the 
chat function, disable it to 
prevent crashers abusing it.



Adjusting these controls 
keeps crashers from sharing 
offensive visual content or 
drawing on the slides.



Note you can also change sharing 
permissions during the meeting



CONSIDER
ENABLING



Use the Registration feature

Registration adds a 
step, but it lets you 
know ahead who will 
be on your call.



Select Manually Approve 
if the number of people 
you anticipate does not 
make this burdensome. 

Use the Registration feature



Require fields like Zip Code 
and Organization so that 
anomalies stand out and 
supply data points for 
verifying people you don’t 
recognize.

NOTE: You can select the Questions & 
Comments field to solicit input ahead 
of your meeting.

Use the Registration feature



Click View to check who has registered and identify those 
who are unfamiliar.

Use the Registration feature



Appoint a bouncer 

Identify co-hosts and assign them distinct tasks, such as 
muting open mics or removing disruptive people. 

Snoopy

Schroeder

Lucy

Woodstock

Charlie Brown   EM

Peppermint Patty (Host, me)              



Lock the room

Use the Lock feature if everyone you need has arrived in the 
meeting, or if you can afford to exclude late-comers. 

NOTE: If someone drops due to connection problems, they won’t be able to rejoin.

9



Record your call

Even if you don’t record the whole meeting, you or a co-host 
should hit record if a crasher engages in unwelcome behavior.

Video footage, and any relevant chat transcript, serves as 
evidence against crashers.

Peppermint Patty
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How to report an incident

If someone explicitly threatened you or your organization with 
violence, call 911.

Report Internet crime of any sort, including unauthorized access 
to a Zoom meeting, by filing a complaint with FBI’s Internet Crime 
Complaint Center: www.ic3.gov

Report hate speech or a hate incident to the Anti-Defamation 
League: https://www.adl.org/reportincident

http://www.ic3.gov/
https://www.adl.org/reportincident

